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Student Authentication in Distance 
and Electronic Courses 

[- Sele ct One --

As a result of new regulations stemming from the federal reauthor ization of the Hig her Educatio n Act in 
2008, t he Southern Assoc iat ion of Colleges and Schools Commissio n on Colleg es (SACSCOC) has 

requested its member inst itutions to add ress student a ut henticat io n for all distance and co rrespondence 

courses. To be in complia nce wit h t his reg ulation, SACSCOC requires that the institution must 
demonstrate that the s tudent who registers in a distance or correspondence education course or program 
is the same student who participates in and completes the course or program and receives the credit by 

verifying the identity of a student who participates in class or coursework by using, at the option of the 
institution, methods such as (1) a secure login and pass code, (2) proctored examinations, and (3) new or 
other technologies and practices that are effective in verifying student identification 

Th us, t he Unive rs ity has inst ituted the following polic ie s to address st ude nt a uthentication: 

Identity M a nagement 

All students enrolled in UL Lafayette cou rses w ill receive individua l secure login and pass codes to the 
learning manageme nt system (LMS). 

l. Faculty accounts are is sued by Information Systems. Student accounts a re a utomat ically ge nerated by 
Informatio n System s t hrough the Ulink st ude nt porta l and accounts a re activated by stude nt s . 
Instruct ions for stud ent login are posted on the Ulink we bsite. Students can contact the Help Desk for 
assistance. 

2. Upon subm iss ion a nd approval of a n online course, the Registra r' s Office will e nte r the cou rse into the 
Stude nt Information Sys tem, a nd Information Syste ms w ill upload the course into the Cou rse 

Ma nageme nt Syste m. Stude nt enrollme nts will be uploaded but the s tude nt w ill n ot have access to 
coursework prior to t he fi rst class day of the semester/ sess ion in which a cou rse is be ing offe red. 

Additionally, st ude nt id entity may be verified t hrough use of at least o ne addit iona l measu re. 

Additional Measures 

UL Lafayette has adopted additional stude nt authe nticatio n measures based on a co urse- by-co urse 
ph ilo sophy for hybrid and online courses to be implemented by its t rained faculty members · 

l. The syllabus pre pared for hybrid and online course s will id entify additional stude nt authe ntication 

measu res . 
2. At least one addit iona l authe ntication measure may be impleme nted by cou rse instructors and 

professors . The Office of Distance Le arning will be act ive in p roviding a ss istance in esta blishi ng th ese 
a nd othe r measures in collaborat ion with College a nd Depa rtments . 

3. Colleg e a nd De part ments are u ltimately charged wit h e nforceme nt of add it ional meas ure s . 
4. Add itional measure s should be co nsiste nt among m ultiple sections of t he sa me cou rse with d ifferent 

course instructors . 

Ad ditiona l Measures to b e selected by department s a nd colleges may incl ude: 

1. Proctored examinations. Students e nrolled in e le ctron ic courses may be req uired to take proctored 
exa ms. The Instructor is re s pon s ib le for provid ing the deta ils of the exam process to the students . 



Office of Di.stance Learning 
University of Louisiana at Lafayette 
PO Box 43691, Lafayette, LA 70504 

Instructo rs should provide test dates and p roctor requirements to the students in t he cou rse sylla bus. 
Instructo rs must accommodate students who a re in a se pa rate geograp hic locatio n for proctor 
requireme nts. An a ppropriate alternate proctor within the ir region must be authorized . 
• Phys ical proctoring cente rs for exam delivery. If a course is des igned with a hig h stakes exam, t hen 

phys ical proctoring may be appropriat e a nd required. Provisions would need to be made by the 

instructor to allow m ultiple approved p roctoring sites. The Office of Distance Learning will provide 
procedu res for secu ring and managing off- site physical proctoring. 

• Remote proctoring devices . Hybrid and onli ne students may be required to purchase a monitoring 
d evice o r live monitoring service t hat connects to their compute r and .. watchesM t hem rake an 
exam. These approaches may requ ire periodic finger- p rint scanning, a nd turning on a micro pho ne 
and 360 deg ree camera if noise o r move ment thresholds a re reached. 

• NOTE: The Distance Learn ing Leadership Cou ncil has adopted the following gu ide lines to assis t 

faculty using any form of proctoring in the ir hybrid and on line courses: Faculty Guide line s for 

Proctoring in Dis t ance Learning Co urses 

2. Use of Learning Management System Tools . Report ing functions t hat exist within the learn ing 
ma nagement system can be used to d etect possible cases of acade mic dishonesty. 

3. Other student identity technologies. Large com panies that provide data security for the banking 
industry have data mining systems thac are be ing used with distance learn ing students. Students a re 
presented with multiple choice q uestions about the ir personal history, such as last street address, 
name of elementary school, or mothe r's maiden name. The student mus t a nswer the personal question 
in order to p roceed with an assessment, and such quest io ns a lso may ap pear randomly du ring an 
exa m. 

Student Privacy 

The University's regional accreditor, SACSCOC, requires that institutions must have a written procedure for 
protect ing t he privacy of students enrolled in distance a nd correspondence education cou rses o r 
programs . Students can view t his policy at http :lfwww.lo uisia na .ed u/ node / 79. 

Cost t o Student for Student Aut henticat ion 

the Univers ity's reg ional accred itor, SACSCOC, req uires the University to have a written procedure 
distributed at the time of registration or enrollment that notifies students of any projected additional 
student charges associated with verification of student identity. 

In order to make a good faith effort to inform students a nd to be in compliance wit h th is policy, the 
Unive rsity req uires a sta ndard note to be posted in the reg istration system for a ll courses coded hyb rid 
(HY) and o nline (OL). Th is note ale rts students that the class has add itional costs and d irects the students 
to a website explaining the add itional costs, inc luding, but not limited to, add itional costs for student 
authenticat ion. 
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